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 Auction users who par-

ticipate in their own auc-

tion with other user IDs 

in order to drive up the 

final price. 
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Objective: Fraudsters working in the same collusion with 

blacklisted users are ranked at the top. 

Tradeoff between fitting and smoothness constraints 

╸Fitting: retain initial labels of seed nodes 

╸Smoothness: assign same labels to adjacent nodes 

Solve the convex optimization problem 

Fitting Smoothness Regularization 

where         is a matrix storing score of each label, Y 
stores seed information, and L is the Laplacian matrix. 

Input 
soft label matrix 

Output 
fraud score of nodes 

MAD 

2-STEP 

The predicted ranking results were compared with the blacklist-

ed users. We used normalized discounted cumulative gain 

(NDCG) [2] as the evaluation metric.  

Auction Trans-

action 

Blacklisted User 

IDs 

Whitelisted Us-

er IDs 

(product, seller, bidder) 

≈ 16 million transactions 

≈ 2 million users 

≈ 550 users Official store account 

≈ 10,000 users 

where p is the size of the result, r(i) is one if the ith result is 

fraudulent, and |Q| is the number of testing fraudsters. 

Higher NDCG is better. 

Does the dummy label help? 

Node type  
with dummy w/o dummy 

<NDCG> SD <NDCG> SD 

All 0.431 0.015 0.406 0.019 

Bidder 0.423 0.026 0.397 0.035 

Seller 0.336 0.049 0.284 0.029 

Mixed 0.374 0.044 0.319 0.024 

Comparison with unsupervised methods 

Comparison with a Sybil defense method [3] 

Calculated from top 100 

All Bidder 

Mixed Seller 

- Compare with 

weighted degree cen-

trality (WDC) and ei-

genvector centrality 

(Eigen. C.) 

- 2-STEP method out-

performs MAD, WDC, 

Weighted degree centrality (WDC) 

Distribution of weighted degree 

centrality (WDC) of legitimate 

users and fraudsters. Fraudsters 

tend to have higher WDC. 

Calculated from top 500 
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